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Abstract— The paper is the continuity research on the
Project El Padrino framework that being proposed based on the
research being done on several malware and USB attacks. The
research and literature review being done for several devices
such as Rubber Ducky, Malduino and Digispark USB
Development Board in identifying on improvement needed for
project El Padrino implementation. Taking consideration on
several aspects of the improvement, this paper is focusing on the
prototype design and development of penetration testing device
that named it as project El Padrino. Discusses about the
development of Project El Padrino such as the challenges faced,
the solutions and the implementations for the device and the
application. The paper shows all the initial and final design of
the device and how it was improvised. The paper focuses on the
main features in the device and the application and how it was
built successfully without facing errors.
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. INTRODUCTION

In order to build this device, proper knowledge of malware
scripting is needed so that the scripts can run properly. For the
malware scripting part, knowledge of Ducky Script is needed
since all the exploits that will be developed in this project,
works in Ducky Script. For the application part in Kali Linux,
the expertise in Python programming language is needed to
develop a proper CLI application. Even though this device has
a certain feature that the penetration testing devices in the
market do not have, but some users will still prefer to buy the
original device due to the brand and popularity of the device.

Therefore, Project El Padrino is hard to compete with the
devices that are already in the market for so many years.
Besides that, a basic understanding of electronics is needed to
build a penetration testing device. The researcher needs to
wire the pins correctly so that the whole device works. Basic
soldering skill is also needed to build a device like Project El
Padrino. The researcher needs to solder the pins correctly
without damaging any pins of the hardware.

A. Rationale

Project EI Padrino will help cybersecurity students to gain
a new experience while using this penetration testing device
and learn about malware and Bad-USB attacks at the same
time.

As for beginners in cybersecurity, this project will be a
starter pack for them to start learning about penetration
testing. This project will also give cybersecurity students the
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opportunity to build their own penetration testing device
rather than buying a premade device. Project El Padrino also
will include a user manual and a step-by-step learning process
for cybersecurity students to learn how the malware scripts
work.

B. Potential Benefits
Looking into the benefits of this project in detail, the

benefits are divided into tangible and intangible benefits as
follow:

1) Tangible Benefits

a) Project El Padrino is cost-saving compared to
other penetration testing device that is similar to
it.

b) Helps cybersecurity students to save time by
compiling the list of malware scripts once,
instead of compiling the scripts individually.

2) Intangible Benefits

a) Provide good user satisfaction as it gives
cybersecurity students the options of malware
scripts that they can choose and run.

b) This project is also user-friendly as it is easy to
use and the user manual is provided as well.

¢) Cybersecurity students will have exposure to
malware and Bad-USB attacks while using this
device and learning from the user guide
provided.

d) The beginners of cybersecurity will be motivated
to learn more about penetration testing after
using this device.

e) This device is portable and cybersecurity
students can carry this device anywhere they
want.

f) Cybersecurity students will be motivated to
build their own penetration testing device after
using this device.

Il. SYSTEM DESIGN

The Use Case diagram as shown in Fig 1. begins with an
actor, User. User can move down and up the list of malware
scripts in the device using the buttons provided. User can use
‘Enter’ button to exploits a malware script at a time. Users can
also use the features in application to integrate with the device.
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Fig. 1. Project El Padrino use case diagram

Fig 2. Shows the first sketch done by the researcher. The
first idea is to include all the hardware on a small breadboard.
The researcher also had the ideas of the features that would be
implemented in the development stage. However, the
researcher faces issue with the initial plan after the buying the
hardware. The issue was there is no space to put all the
hardware on a single breadboard. Therefore, the second design
of the device includes two small breadboards as seen in the
Fig 3.
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Fig. 2. The first sketch of Project EL Padrino

Fig 3. Shows the second sketch, the researcher has
connected two small breadboards to place all the hardware
together. However, another concern arises, where the
researcher needs to wire the OLED display and the three push
buttons to the appropriate pins of Raspberry Pi Pico.
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Fig. 3. The second design of the device

Wiring is one of the important steps for a well-designed
device. If there is mistake in the wiring, the hardware might
damage the Pico’s pins with high voltage. Fig 4. shows the
wiring is completed and all the hardware is connected to Pico.
However, the jumper wires used is messy and can interrupt
users when using the buttons. Due to this, the researcher has
decided to build a final and new design for this device.

Fig. 4. The second device design with jumper wires

Fig 5. shows the final design of the device invented by the
researcher. The researcher replaces the small breadboard to a
mini breadboard for the OLED display and has adjusted the
position of the hardware to allow users to use the buttons
comfortably. The researcher also uses jumper wires that are
not messy and attachable to the breadboard. The wiring of the
hardware is shown in Table I.

Fig. 5. Final device design

TABLE I. STYLES HARDWARE WIRING
OLED Display Raspberry Pi Pico
GND GND
VCC 3V3(0uUT)
SCL GP17
SDA GP16
Buttons Raspberry Pi Pico
Move Up GP6
Move Down GP10
Enter GP12
Buttons Raspberry Pi Pico
Move Up GND GND
Move Down GND GND
Enter GND GP17
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I11.  PROJECT EL PADRINO PENETRATION TESTING DEVICE

Fig 6. shows the Project El Padrino penetration testing
device invented by the researcher. The device consists of a
white breadboard that hardware such as Raspberry Pi Pico and
three push buttons. The researcher also included a mini black
breadboard to hold the OLED display. All the hardware in the
Fig 6 is wired and connected by yellow jumper wires. The
purpose of this device is to run any automated script. The
researcher has provided five malware scripts. Each script has
their own functions, for example:

o WifiPassword.dd - Grabs all the password of the
WIFI that the victim machine has connected to before
and sends a zip file of it to attacker’s personal email.
This email can be changed accordingly to user’s
personal email.

o WindowsDefender.dd—> Turns off the Windows
Defender Virus Protection to make sure the other
exploits run successfully without getting blocked by
Windows Defender.

e ChromePassword.dd—> Grabs all the website,
username and passwords that are saved in Google
Chrome and sends the credentials text file to attacker’s
personal email. This email can be changed
accordingly to user’s personal email.

e  WindowsDump.dd>Dumps the password for
Windows machine and sends the text file to attacker’s
personal email. This email can be changed

accordingly to user’s personal email.

o ReverseShell.dd->Execute elpadrino.exe reverse shell
malware which is retrieve from the server and connect
to the listener in the application.

The first push button from the left is for moving up the list.
The middle button is for moving down the list. And the final
push button is used as an exploit button to run the script.

Fig. 6. Five malware scripts in the device

The Raspberry Pi Pico runs with Circuit Python; therefore,
all the files are stored in the flash memory as shown in Fig 7.
The code.py is the brain of these project where it contains all
the functions for the device to run. The libraires for OLED are
also located in the flash memory just like all the other libraries
used in the code.py.

020 0

020 00:00

020 00:00

Fig. 7. The files located in the flash memory for Circuit Python

IV. PROJECT EL PADRINO CLI-BASED APPLICATION

A. MAIN MENU

Fig 8 shows Project El Padrino CLI-based application that
was developed and coded in Python by the researcher. Fig 8.
also shows that the ‘elpadrino.py’ file was executed with
python3 in Kali Linux. The application begins with the tittle
of this project along with a welcome message which is meant
to be forwarded to the users of this application. The researcher
also included a one-lined disclaimer to ensure that the users
are aware of the ethics and rules of a penetration testing tool
which can only be used for ethical penetration testing and for
educational purposes only. Moving on, the primary function
of the main menu is to list down all the available features that
the users can use in this application. Beside the Introduction,
Information and Disclaimers, the main features of this
application are as follows:

e Ducky Script Quick Reference
e NTLM Hash Cracker
e SSH Server

Fig. 8. Application main menu

B. INTRODUCTION, INFORMATION AND DISCLAIMERS

Fig 9. shows the Introduction, Information and
Disclaimers section of this project. The researcher has given a
short introduction on Project El Padrino and the features that
are available in the device and the application.

Fig. 9. The Introduction, Information and Disclaimers for the application

C. DUCKY SCRIPT QUICK REFERENCE

Fig 10. shows the first main feature of this application
which is the Ducky Script Quick Reference. This GUI-based
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reference was developed using Tkinter GUI library. The
researcher has provided some references for the users to refer
and understand on how the commands are used in the malware
scripts provided. This is only the first part of the reference and
to move to the second page, the user can click the ‘Next’
button below.
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Fig. 10. GUI-based Ducky Script Quick Reference in application

Based on the Fig 11., users are redirected to the second
page after clicking the ‘Next’ button in the first page. The
continuation of the reference is seen in the Fig 11. and if users
decided to go back to the first page, they can click the ‘Back’
button. To close the Ducky Script Quick Reference, users can
hit the ‘x’ on the top right as any other program. Subsequently,
the main menu will prompt again.
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Fig. 11. Second part of Ducky Script Quick Reference

D.NTLM HASH CRACKER

NTLM hash cracker are developed to work along with the
WindowsDump.dd script. Besides that, it can be used to crack
NTLM hashes for future encounters. Fig 12. shows the NTLM
Hash Cracker in the application. The feature begins with an
input where users need to input the NTLM hash that they want
to crack. The second input will be the destination of the user’s
wordlist. If the hash provided matches with the password in
the wordlist the application will prompt and highlight that the
password is found. Not only that, but the system will also list
the correct passwords. Fig 12. shows an example of a
successful hash cracking. Looking into the details before the
password is cracked, the system will list down the number of
passwords done and also the current password. The purpose
of this function is to track the passwords if the user provided
a huge wordlist.

The NTLM hash cracker will prompt ‘NO MATCHING
PASSWORD FOUND?’ if there are no matching hashes with
the password wordlist used by the user as shown in Fig.13.

elcome to Project EL Padrino

AVAILABLE FEATURE:

File Actions Edit View Help

the

Fig. 13. No Matching Password found for the hash provided

E. SSH SERVER

The SSH server is an Ubuntu-based server is created by
the researcher using Digital Ocean as shown in Fig 14.,. The
main purpose of this server is to keep all the malware files that
will be used by WindowsDump.dd, ChromePassword.dd and
ReverseShell.dd script. These files work respectively with
their scripts that will initially be downloaded and exploited in
the machine that is connected to the device.

AVAILABLE FEATURES:

, In d DL

Fig. 14. The Ubuntu-based server in the application
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The second purpose of the server is to run MSF Console
as a listener for the ReverseShell.dd script in the device. The
Fig 15 shows that the listener has connected to the victim’s
machine after the ReverseShell.dd script is exploited in the
machine. The advantage of this feature is that users can use
this exploit anywhere and at any time instead of running at
localhost. The server is online for 24 hours. Besides the main
purposes, users can utilize this server to learn other
penetration testing tools by accessing this server through this
application at any machine that they own. The password for
this server is donPablo007x.

Fig. 15. Meterpreter session connected to ReverseShell.dd malware

V. CONCLUSIONS

The research and investigation part of this project has
improved the quality of the device and application. The aim
and objectives set in the paper, Conceptual Model of
Penetration Testing Device: Project El Padrino have been
achieved in this paper after the development of Project El
Padrino. Cybersecurity students can now have their own
physical device that can perform Bad-USB attacks. Besides
the benefits for cybersecurity students, penetration testers can
also use this device for automation in daily task. Penetration
testers always face with the same tools that are being used
often during penetration testing. And every time they use the
tools, they have to run it manually one by one which will take
up their time. As a solution, penetration testers can use this
device to run their own automated scripts to perform
penetration testing. This will save their time and increase work
efficiency.
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