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Abstract - This paper is reviewing on several issues faced by the users of social media
especially users of Facebook and Twitter which are the most popular social media
networks based on statistic provided by Statista. Some of the issues that being discussed
are information theft and image misused due to no privacy setting set by the users to
their social media accounts. The use of social media aggregator will lead to the hackers
to easily access to all the Social Medias that are link together. Lack of security awareness
among the social media users will exposed them to many cyber-crime activities. Several
countermeasures are being discussed such as to improve the privacy setting of the social
media, controlling the social media authorisation and increase the security awareness
among the social media users. Other actions that can be taken to protect the social media
accounts are by disable the connection between the infected accounts with other
accounts by changing the registered email information on the unaffected accounts.
Changing passwords could help to slowdown the hacker’s activities and the last option
that can be considered is by reporting and issues the social network’s customer service
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1. Introduction

S ocial media and its user has a relationship that is affected with cyber security and its
environment. As the social media use explodes, this relation also becomes more
intense as cyber criminals expand their hunting area and start to have their eyes on the
social media accounts. Social media users are becoming one of their targets as most of
the social media users are lack of knowledge and awareness in security and privacy that
can be implemented to individuals account.

Social media nowadays have played a crucial part of people’s daily life. Based on
Fig. 1 showed that in 2016 Facebook had over 1,590 million active users while the
Facebook-owned WhatsApp and Instagram had 1,000 million and 400 million
respectively [1]. This clearly proved that social media has become more popular
nowadays and this further proves that Social Media users have reached a significant
number to be influential, and makes them even more vulnerable as hacking victims.

In this paper, Facebook and Twitter users are the main focus of discussion,
considering that these two social networks are wide-spreading rapidly, as proven by the
GlobalWebIndex Wave 11 that reported Facebook and Twitter have the highest
penetration rates with 93 percent of Internet users owning a Facebook account, and 72
percent of them are a Twitter account holder [2].
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Fig. 1: Survey result of leading social media users as of April 2016 [1].

In relation with the rise of Internet popularity around the world, it especially has
become even more popular amongst teenagers [3]. Based on Fig. 2, Social media users’
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number have significantly risen for the past few years both for adult and teen users. In
2008, 73% of American teens had been using social networking websites, an increase of
20% compared to the survey on 2006 [4].

Most of these teenager social media users are students whom the global
environment changes had significantly affected them both academically and socially.
These teenagers and young adults are clueless regarding their privacy settings. Since
teenagers and young adults are more concerned on relishing the opportunity to link
themselves to others and create authentic relationships, they want to express their
identity and take the risk of exposing themselves to being discovered and come into
contact with hackers [5] [19].

Teens and young adults
converge in enthusiasm for
social networking sites
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Fig. 2: Graph of American teenagers, young adults, and adults’ use of social media [4].

2. Issues faced by social media users

In terms of personal security, users have done several activities that put them face to face
with the risk of being a cyber-crime victim. Some of these social media users are digging
their own grave in the case that they are exposing themselves toward the cyber-crimes
and privacy leakage risks. The activities that they did on social media may seem trivial
when actually it is significant in helping them to be one of a hacker’s victims [6]. There
are several issues that faced by the social media users which are:

2.1 Lack of social media privacy setting

Most of the users of social media are not really aware the importance of their social media
privacy setting. Teenagers and young adults, are the most prone of being nonchalant
regarding their social media privacy setting. According to Livingstone’s research result
(2008), teenagers’ main use of social media is taking risky opportunities in youthful
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content creation by expressing themselves and intimacy. One example of a cyber-crime
that is resulted by this lack of privacy setting is identity thievery. A related case as
reported by The Telegraph [7], a 27-year-old woman in London, UK, had her Facebook
profile pictures and identities stolen and they were being used as a fraud in an online
dating social media. This gave her many social disadvantages as it would stain her
professional reputation along with her relationship.

2.2 The use of social media aggregator

In relation to the first point, as the number of social media users grows, then so does the
percentage of social media users who actively use different social network sites. This
leads to the second activity on which users are easing hackers to discover them. Since the
users are maintaining multiple social networks for their personal uses, they often link
each of the social network account authorization to each other, or use the same password
for different account [8].

2. Authentication s hra ol
to all sites
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Linked [T}

Fig. 3: Example of how a user links their social media accounts altogether [9].

As for the hackers, this can be said as heaven-sent target. They can easily gain
access to multiple account just by gaining access to one of the person’s many accounts.
This is called as social network aggregator. Fig. 3 showed how the social network
aggregator works when a platform is used to pull content from multiple social media into
a single location and dispersing it to different profiles more conveniently. Although it is
eases users on monitoring their social media accounts, it is relatively unsafe [9].
Considering hackers will be able to discover all of their other accounts once one of them
has been compromised, putting other accounts on huge risk.

One example of this is the latest case with Facebook’s founder, Mark Zuckerberg.
A group of hackers has successfully gained access to his Twitter and Pinterest account
using his LinkedIn credentials which had been leaked in a prior huge data loss of LinkedIn
user information [10]. Even a person who is as sophisticated as Mark Zuckerberg in
information technology and cyber industry, is a victim of such hacking activity. It opened
many people’s eyes on how vulnerable their social media accounts are.

2.3 Insufficient information about cyber crime

Insufficient information about cyber security can also be an issue to these teenagers and
young adults. Due to the unawareness of the importance of the security implementation,
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makes them unaware of incidents of accounts being compromised which are happening

around them.

Social engineering attacks may not sound as sophisticated as other methods of
hacking, but in fact, it has some of the most successful attempts carried on targets. A
report by Symantec (2016) showed that some of the attacks and tactics executed by these
cybercriminals have deliberately proven how vulnerable the Internet users are online.

Social media especially took the number one spot of scamming target, as criminals
seek to gain people’s trust by having them in their social circles therefore these hackers
would be able to spread scams, fake links, and phishing. An example of this case is
Mocking birds, which is where thousands of fake Twitter accounts are made to gain
branch boosting, get followers, and having retweets from legitimate Twitter users. This
creates even more possibility of phishing cases to happen. While according to BofA
Merrill Lynch Global Research, cybercrime already costs the global economy up to
US$575 billion annually [11].

On December 21, 2016, U.S. Netflix’s Twitter account was hacked by OurMine, a
hacker group which has been known for hacking into several high-profile social media
accounts and popular websites [12]. Some of its victims include Twitter and Vine co-
founder Google chief executive Sundar Pichai, Wikipedia co-founder Jimmy Wales,
Forbes, Buzzfeed, and Techcrunch. These people are in no way amateurs in information
technology and its cyber security. However, in the latest case on which Netflix was
compromised, OurMine shared that it gained the access of some Netflix accounts by
hacking into its Director of Social Media who apparently had not changed its LinkedIn
password post the recent user information leakage [13] [20].

These little things that some people may find as insignificant, can lead them to a
chain reaction and result in a big loss. Netflix gains people’s frowns and questions on its
take on security and safety of its users’ privacy. Because social media is a persona that
people and organizations want the industry and the society to view them as. Social media
has become a part of people’s daily life; it now holds more worth than how it used to be
just ten years ago, a fact that definitely is noticed by irresponsible parties such as hackers.

3. Countermeasures

In this section, countermeasures are discussed to avoid and prevent exploitations on
personal social media accounts. Besides that, the recovery plan for attacked accounts will
also be suggested in order to prevent further damage. Several countermeasures that can
be considered are as the following:

3.1 Improve privacy setting

There are numerous security implementations that social media users can do to prevent
cases mentioned above. For the first point on which social media users are not paying
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attention toward their privacy settings, countermeasures can be done both on their social
network sites and their internet browsers.

Nowadays social networking sites have sufficient privacy settings which its users
can adjust and customize based on their level of comfort. Users can set some of their
identity information on private to be viewed only by selected users. As an example, is
Facebook that upgraded its privacy profile privacy setting [14] to enhance the security.

Facebook allowed people to manage their privacy settings in different
granularities, making it easier for the users to choose to whom they are sharing their
profile content with. Even so, users are advised to keep their awareness on everyone
because hackers can also be someone they are close with. Therefore, another tip that
need to consider to ensure the security of the social media users are by avoiding sharing
everything of their daily life to the internet [15].

Meanwhile for their browser, users can set its privacy setting to prevent the use
of cookies and block pop-ups. In several browsers, they also have a location setting which
the user can turn off too. This will lessen the risk of users to be exposed to much more
contact with irresponsible parties.

3.2 Control social media authorisations

The users of social media should not use any social network aggregator or not to connect
their social media accounts altogether. It may seem difficult to some social media users
who already had their social network accounts linked to each other. Nevertheless, they
can still set a different password for each of their social media account to decrease the
risk.

The passwords used for each social media should be strong, meaning that it
should consist more than six characters with upper case letters and numbers mixed in it.
Make sure that the password is not of a common word or saying. This can prevent hackers
to crack a users’ account. Hackers are able to crunch and automatically run a tool which
can generate a dictionary of commonly used phrases for passwords to crack a social
media account.

3.3 Increase awareness of latest cyber security issues

Social media users have to kick their bad habits and start to safeguard against social
engineering and even the cybercrime in general. They have to be more aware of the
cybersecurity events and news. Also, they have to implement the good cybersecurity
basics starting by themselves.

For the Twitter users, they have to be more cautious in choosing the people they
want to follow or they want to approve of. They have to be sceptical for each of their new
followers, to prevent of getting spammed by bots. And they also have to pay more
attention on the ‘verified’ badge when they want to follow certain accounts.
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4. Recovery Plan

It is very important to have a recovery plan as it will cover the steps to take after the
social media has been hacked to prevent any more loss from happening. Specifically, for
an individual whose professional work revolves around their social media use, which as
stated before, their social media accounts are a persona to them, they need to consider
on cooperating with an expert of the field. How to do the damage control and recover
from such a state [16].

The crisis shall be divided into several levels depending on the damage impact.
Every impact will require different response action, based on the situation. Some crisis
communication exercises and scenarios can also be planned within the recovery plan, in
order to help the crisis handlers to be ready whenever a crisis happens [17].
One example of things to consider listed in personal social media protection is by taking
an immediate action to change other social media accounts’ passwords. This relates to
the social network aggregation in which when a hacker has gained access to one of a
user’s accounts, he might have access to other accounts as well. Changing other accounts’
passwords will help minimizing the risk.

Then, if it is possible, disable the connection between the infected social accounts
with other ones. This can be done by changing the registered email information on the
unaffected accounts, and users are also encouraged to report the case to the social
network’s customer service.

5. Conclusions

Modern technologies help us a lot in communication nowadays. Based on research and
statistic that has been discussed above, social media become one of the popular
communication media among teenagers and young adults. Lack of security awareness
among the users lead to many security issues such as information theft, image misused
and others. Hence the users have to pay more attention on how they access and manage
their accounts [18]. This is quite often when the little things which are insignificant to
them, may lead into a much bigger reaction which can put them in risk. They also have to
be in touch with the latest news and findings about information and cyber security issues.
By being update regarding those, the social media users can adapt themselves to the
situation and be more knowledgeable on cyber security and protect themselves. Social
media is part of people’s image in the society nowadays and a compromise in these
accounts can cause damages toward the victims.
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